- County Councdil
@ your service

Your guide to encrypted email from Norfolk County
Council

Norfolk County Council has a responsibility to ensure that all potentially sensitive
data sent from the organisation is secure in transit, so we have introduced an email
encryption system.

This guidance tells you how to access encrypted emails from us.
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Registration

Firstly, you will receive an email telling you that we have sent you an email (Alice
Bloggs in the example below) and in order to retrieve it (and any attachments); you
will need to register a password, by clicking on the link in the email (Image 1).



Image 1

MNew Reply Replyall Forward Delete Junk Sweep+ Markas + Moveto v Categories » E@ :
Secure Email Registration Request from Norfolk County Council Backto messages | & 4
= B|OggS, Alice  Addto contacts 13:10
To bob.bloggs@hotmail.co.uk Reply |+

Secure Email Registration Request from Norfolk County Council

Blogas, Alice (alice.bloggs@norfolk.gov.uk) has sentyou an encrypted message. To receive this email you will need to complete a one-
time registration by using the following link:

hitps:isecuremail.norfolk. gov.ukiregister/001U2F s dGVIX190rvhzxe |07 dAVOZEBYzZL GeQO8sU8sDKX4BeQqXOUmMEGUdzPI7 Cellw/

After you have completed the registration, we will send you the secure email.

Any future encrypted emails from Morfolk County Council can be accessed using the same password.

Thiz message and any files transmitted with it are intended only for the recipient to whom they are addressed. Unauthorized disclosure or
use of such information may be a breach of legislation or confidentiality and may be legally privileged.

If you have received it by mistake, please disregard and notify the sender

immediately.

{tspx 59?*.'9.5_}

Mew Reply Replyall Forward Delete Junk Sweep+ Markas + Moveto » Categories » Eé; :

If not done immediately, a reminder will be sent every 5 days up to a maximum of 20
days.

After this time the email will be deleted and the registration request link will become
invalid. You will need to contact the sender to request the email again.

After you click on the link, you will be directed to the page shown below (Image 2).

Image 2

@uv ‘E hﬂsﬂseculemall norfolk.gov.uk/register/001U2Fsd GVkX190ryhzxe) 07 dAVOZEBYzL GeQO8sU8sDKX4BeQgXOUmB GUdzPt] Cellw/| A ﬂ | X Bing
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Norfolk County Counci
@ your service

Set your password below to access secure emails you have been sent.

Email Address: Password Requirements:
O Passwords must be 8-32 characters in length
3 Passwords must be alphanumeric

Confirm password: 3 Passwords must match

Password:

Password Recovery:
Password questions and answers must be unique. Answers must contain atleast 2 characters.

Question 1: Please choose a question -
Answer:
Question 2: Please choose a question h
Answer:
Question 3: Please choose a question h
Answer:

SOPHOS




You then need to enter a password. It must meet the following criteria -

e 8-32 characters in length
e Must be alphanumeric
e Passwords must match

Passwords are also case sensitive

Once the details have been completed successfully the password requirements box
icons will switch to green, as shown below.

Password Reguirements:

@ Passwords must be 8-32 characters in length
@ Passwords must be alphanumeric

@ Passwaords must match

Password Recovery Questions

You will also be asked to complete three questions and answers should you forget
your account password. Please be aware that answers should contain at least 2
characters, are case sensitive and should be treated as confidential as your main
account password would.

Be careful not to select the same question more than once.
IMPORTANT NOTE:
When setting your password it is essential that you set a memorable one.

If you are unable to remember your password and have to reset it you will not be
able to view any emails associated with that password.

You then click the ‘Register’ button. If completed correctly you will see the following
(Image 3) -

Image 3

Success!

You will receive your encrypted message shortly.

Mow that you are registered, use your password to open all
encrypted messages from this sender.

You can now close this window.

If you don’t see this ‘Success’ screen, the password creation hasn’t worked, meaning
you will need to close the window and click the link in the email again (Image 1).
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Once registered you may close this window. The encrypted email is then delivered to
you (this is not instantaneous so please be patient), you’ll find the message within
the attachment (circled in Image 4).

Image 4
Mew Reply Replyall Forward Delete Junk Sweep » Markas » Moveto » Categories v Eé; =
Encrypted E-mail Back to messages &+
o Bloggs, Alice  Addto contacts 013:27
To bob.bloggs@hotmail.co.uk Reply =
=
I['] 1 attachment (32.0 KE) Hotmail Active View
alice.blo...pdf
X L Download (26.6 KJ
Download as zip
You have received an Encrypted email from Norfolk County Council
Open the attached PDF document to view your secure message.
To access this message, you should open the attached document using Adobe Acrobat Reader version 7.0 or higher. To view its
contents, you must enter the password you have already set during the registration process
If you have any problems viewing the encrypted message or do not know your password, please contact the sender ofthe message.
Adobe Acrobat may restrict access to certain files, if you experience this, contact the original sender and make alternative arrangements
Forgotten password? Use the following link:
hitps:iisecuremail.norfolk gov.ukiportal/U2Fs dGWVEX18aY52hWhW3IKEKLUU1201v0BIYTGEDICISIZMNaZ40li5-
aSLUCKzhgDAgGKimZ2bpcPZVujei00rwuzHF3faV04r
Meed to change your password? Use the following link:
hitps:isecuremail.norfolk gov ukiportal/l 2F s dGWEX1 87 CAYWIwWB1 SeDMStemavk 1 MICUER 1 KGOkK38ywMNgi3 11-pag7 WphR-tvh PNpgDuQD-
garJMEITMKuPHgQUZXP J3e/
This message and any files with it are only for the to whom they are L U or use of such
information may be s bresch of legislation or confidentiality and may be legally privileged
If you have received it by mistske, please disregard and notify the sender
immedistely.
[ sophos SPX SOPHOS ]
& Internet | Protected Mode: On
To see the message, just click the attachment or attachments. You will then be
prompted for the password (Image 5) that you created during the Registration
process (Image 1).
Image 5

r B
Password . p— ﬁ

‘alice.bloggs_2012-01-16-..." is protected. Please enter a Document Open Password.

i N

Enter Password:

| ok || Concel




Important note:

For security reasons, your password will expire if 60 days go by without an encrypted
email being sent from Norfolk County Council staff. If this happens you will need to
re-register (Image 2) the next time you receive an encrypted email (Image 1).

The person sending you the email will never know your password.

Once you enter the password, the email and any associated attachments will be
displayed (Image 6).

Every encrypted email will be headed with a banner page as shown in Image 6. This
is for information purposes and cannot be removed.

Image 6
['i alice.bloggs_2012-01-19-162610.pdf (SECURED) - Adobe Reader L—J[Eﬂ?ﬁ}
File Edit View Document Tools Window Help x
=i $[1]i2 & ® 13 |- = -
- County Council
& @ your service

Encrypted Email Message

This message and any files transmitted with it are intended only for the recipient to
whom they are addressed. Unauthorized disclosure or use of such information may
be a breach of legislation or confidentiality and may be legally privileged.

If you have received it by mistake, please disregard and notify the sender
immediately.

e Access attachments via the attachment tab in the left corner of your screen or
by clicking the following menus — View, Navigation Panels, Attachments

e To reply securely to this email click the ‘reply’ button on the next page. This
will reply to the original sender of the message maintaining the secure
encryption

Please scroll down to read the email message

~|

L) Name Description Modified Size Compressed size
®Recipients Guide for Email Encrypt... 19/01/2012 16:26:09 1,467 KB 1,326 KB

You will be able to view the email, save the attachments and work on the data as
you would any other email (Image 7).



Replying Securely

You can also reply securely by encrypting your email back to Norfolk County

Council. Just click on the ‘Reply’ button in the encrypted attachment (circled in Image

7).

Image 7

[ alice. bloggs_2012-01-19-162610. pdf (SECURED) - Adobe Reader BEX
File Edit iew Document Tools Window Help x
= 2 2jiz © @® [135% |- = B ~
1]

From "Bloggs, Alice" <alice.bloggs@norfolk.gov.uk> :

To <bob.bloggs@hotmail.co.uk> Reply >

Subject Encrypted E-mail

Attachments 1

This is an example of a Sophos SPX encrypted e-mail message.

The information contained in this email is intended only for the person or organization to which it is
addressed. If you have received it by mistake, please disregard and notify the sender immediately.
Unauthorized disclosure or use of such information may be a breach of legislation or confidentiality and
may be legally privileged.

Emails sent from and received by Members and employees of Norfolk County Council may be monitored.
They may also be disclosed to other people under legislation, particularly the Freedom Of Information Act
2000.

Unless this email relates to Norfolk County Council business it will be regarded by the Council as personal
and will not be authorized by or sent on behalf of the Council. The sender will have sole responsibility for
any legal actions or disputes that may arise.

L) Name. Description Modified Size Compressed size
S Recipients Guide For Email Encrypt... 19/01/2012 16:26:09 1,467 KB 1,326 KB
@

When you click on the reply button, you will be directed to a web page requesting
your account password (Image 8) that you set up when registering (Image 2).



Image 8

e e R — =
@u L4 @ https://securemail.norfolk.gov.uk/reply/4f1 368802 eaf999510a8 340de0164171 £30089004f093 6/ - ﬂ 4| X Bing

iz Favorites | <l ] CHSIntranet - Home [ flex- ICT Services Employ... @] ICT Shared Senvices Qualit..

(5 Sophos SPX Secure Email Reply B~ v [ @ v Pagev Safety~ Teols~v @+

Norfolk County Council
@ your service

Please log in to send a secure message.
Email Address:

Password:

sophos SPX | SOPHOS

You will then be directed to a web page where you will be able to compose your
secure reply and attach any files (Image 9).

Image 9

B e e
@UV ’E https:/ orfolk.gov.uk/ rep\ /41368802eaf99951( "1641716 0089004?09 d6/login v ﬂ 4| X Bing

¢ Favorites | 3 ] CHSIntranet - Home Qﬂex ICT Services Employ... | ICT Shared Services Qualit...

{EJ Sophos SPX Secure Email Reply - v [ @ v Pagev Safetyv Tookv @v

Norfolk County Council
@ your service

From: bob.bloggs@hotmail.co.uk
To: "Bloggs, Alice” <alice.bloggs@norfolk.gov.uk=
Subject: Re: [SECURE REPLY] Encrypted E-mail

Attachments | [7] Send me a secure copy Change password

51![\‘\1-\‘S.PX | SOPHOS

Then click ‘Send’ below the text box to send the message

If you don’t need to reply securely, you can just answer the email as if it were any
other mail by using the normal email reply button (Image 10)



Image 10

Mew eply all Forward Delete Junk Sweep » Markas » Moveto » Categories v Eé; =
Encrypted E-mail Back to messages 4
o Bloggs, Alice  Addto contacts 013:27
To bob.bloggs@hotmail.co.uk Reply =
-
L[l] 1 attachment (32.0 KB) Hotmail Active View

alice.blo...pdf
E Download (26.6 KB)

Download as zip

You have received an Encrypted email from Norfolk County Council

Managing your password

Forgotten Password

If you forget your password and need to recover it, click on the link ‘Forgotten
password?’ in any secure email sent to you (Image 11).

Image 11
MNew Reply Replyall Forward Delete Junk Sweep r Markas ~ Moveto » Categories » géa -
Encrypted E-mail Back to messages | & 4@
o Bloggs, Alice  Add to contacts 0 13:27
To bob.bloggs@hotmail.co.uk Reply [~
=
[@ 1 attachment (32.0 KB} Hotmail Active View -~

=y alice.blo...pdf
E Download (26.6 KB)

Download as zip

You have received an Encrypted email from Norfolk County Council
Open the attached PDF document to view your secure message.

To access this message, you should open the attached document using Adobe Acrobat Readerversion 7.0 ar higher. To view its
contents, you must enter the password you have already set during the registration process

If you have any problems viewing the encrypted message or do not know your passwaord, please contact the sender of the message

Adobe Acrobat may restrict access to certain files, if you experience this, contact the original sender and make alternative arrangements.

IForgorten password? Use the following link: I

https:fisecuremail.norfolk gov.uk/porttal/U2F s dGVEX18gY52hWhW3K5kL ulJ1201y0BIYrG8DIC|S[ZMNgZ40li5-
aSLuCKzbgDAGGXim2bpcPAVujeiQ0rwuzrHF3f9W04r!

Meed to change your password? Use the following link:

hitps-isecuremail norfolk gov. uk/porttal/lU2F s dGVEX 187 CAYWOIwWB1 SeDMStogowk 1 MICUER 1KGOKK A8y gi31I-pg7WphR-tvhPMNpgDuQD-
gardMEITHNKUPHqQUZXP.I3el

Thiz message and any files itted with it are i oniy for the recipient to whom they are U i i or use of such
information may be & bresch of legisiation or confidentiality and may be legally privileged

If you have received it by mistake, plesse disregard and notify the sender

immediately.

(orneizex | SOPHOS |

&P Internet | Protected Mode: On



You will then be taken to (Image 12)

Click ‘Send password question(s)’.

X « County Council
@ your service

Forgot your password?
To reset or recover your password...

Verify that the email address below is yours, click "Send password question’, and follow the instructions.
Email Address:

Send password question(s) ]

Upon doing so you will see the following message (Image 13)

Image 12

Image 13

« County Councl
@ your service

Your password question has been sent to your email address

Success!

You will receive your password question and instructions shortly.

You can now close this window.

A new email will be sent to you as follows (Image 14) and by clicking ‘here’ (see

circled part) you will be directed to the following page (Image 15)



Image 14

Subject SPX Password Recovery Request Information from Norfolk County Council
From Encryption Service L
To ncc@swilshaw.plus.com &
Date Today 15:59

Encrypted email notification from Norfolk County Council

Arequest was received for the password question(s) for opening secure messages sent between Norfolk County Council and your email
account.

click(herdto answer the question(s) and reset or recover your password.
~—
Note: i your mail program does not support active finks, you can rezet or recover your password by copying and pasting the text below into your web browser:

hitps-i/securemail.narfolk. gov. ukiperial U2FsdGVIX 1-SI5bbRygHC C DK Y LiAiBCMNONy SI4L2CKZ v 21x60a-g 1qEVaUDy AGHOE THIAJHNTQIHNAS

SOPHOS

Pawered by SFX sncryption

Image 15

Norfolk County Coundil
@ your service

Answer the password question(s) to reset or recover your password.

Email Address: ncc@swilshaw.plus.com

Question: What street did you live on as a child?

Answer:

Question: What is the name of the company of your first job?
Answer:

Question: Inwhat city does your nearest sibling live?
Answer:

@ Recover my password

Retrieve your forgotten password. This will give you access to all previously received secured mail that was
encrypted with this passwaord.

You will then be prompted to input the answers you set when originally registering.
Remember, the answers are case sensitive and will be a minimum of 2 characters.

Upon doing so you will be presented with a screen (Image 16)
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Image 16

twNa ¢ County Councl
~ (@ your service

Success!
Password recovered successfully

You will receive an encrypted message containing your passwaord
shortly.

Use the following temporary password to open the message:

,b.,+cm!

You can close this window after you've successfully recovered your
password.

Do not close this window - this temporary password will be required.

A secure email message is then generated with your original account password in it
(Image 17)

By clicking the attachment (circled in Image 17) you will be prompted to input the

temporary password sent to you (Image 16) and will then be able to see your original
account password that you set up (Image 2).

11



Image 17

Subject SPX Password Recovery Request Information from Norfolk County Council
From noreply@norfolk.gov.uk L
To ncc@swilshaw. plus.com &
Date Today 16:01

< & noreply_2012-10-25-150144.pdf >

You have received an Encrypted email from Norfolk County Council

Open the attached PDF document to view your secure message.

To access this message, you should open the attached document using Adobe Acrobat Reader version 7.0 or higher. To view its contents,
you must enter the password you have already set during the registration process.

If you have any problems viewing the encrypted message or do not know your password, please contact the sender of the message
Adobe Acrobat may restrict access to certain files, if you experience this, contact the ariginal sender and make alternative arrangements.
Forgoften password? Use the following link:

https:/isecuremail.norfolk gov.uk/portal/lU2FsdGVEX1-4IRngWZrhgeQwCc2ged G-wx & PAwFAhPv-
wHherb0THVvEM3ng355VsUXL jOoTAVISh2gOs57w

Meed to change your password? Use the following link:

hitps:/isecuremail norfolk. gov. uld/portal/lU2F=d GWVEX1-vDCnx AIQGKWXEMNhEpaad Y7 TznG58-wAUESMA U20FvJCLUKINSAG] g2xvEWo-
Cx8RnV3gUHuxQ/

Thizs mezssage and any files tranzmifted with if are infended oniy for the recipient to whom they are adt . U thonzed disch or uge of zuch informafion may be a
bresch of iegizlation or confidentiality and msy be legally privileged.

if you have received if by miztake, pleaze dizregard snd nofify the zender

immediately.

SOPHOS

pawered by SFX encryption

What if | cannot remember the password or password recovery questions?

If you cannot remember either of these please send an email to —
servicedesk@norfolk.gov.uk stating your name and the email address which was
registered in Image 2

The email address which was registered will be deleted and you will have to go
through the whole Registration process again. Any emails which you previously
accessed via your forgotten password account will no longer be accessible. To
access these you would need to contact the sender to resend them once you have
gone through the Registration process again.
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mailto:servicedesk@norfolk.gov.uk

Changing your password

To change your password, click the link ‘Need to change your password?’, as shown
below. (Image 18)

Image 18
Mew Reply Replyall Forward Delete Junk Sweep r Markas v Moveto » Categories = QQA :
Encrypted E-mail Back to messages | & 4
o Bloggs, Alice  Add to contacts 0 13:27
To beb.bloggs@hotmail.co.uk Reply | =
=
I['] 1 attachment (32.0 KE) Hotmail Active View

= alice.blo..pdf
! Download (26.6 KB)

Download as zip

You have received an Encrypted email from Norfolk County Council
Open the attached PDF document to view your secure message.

To access this message, you should open the attached document using Adobe Acrobat Reader version 7.0 or higher. To view its
contents, you must enter the password you have already set during the registration process.

If you have any problems viewing the encrypted message or do not know your password, please contact the sender of the message
Adobe Acrobat may restrict access to certain files, if you experience this, contact the original sender and make alternative arrangements.
Forgotten password? Use the following link:

hitps:isecuremail.norfolk. gov.uk/portal/lU2F s dGVEK1 80Y52hWhW3XEkLulU1201y0BIYrG8DAC|SiZMNgZdoli5-
9SLuCKzbaDAQGKIM2bpcPZVuieiO0rwuzHF31aV04r

INeed to change your password? Use the following link: I

https.isecuremail.nofolk gov.ukiportal/lU2FsdGVEX18ZCAYWOWEB 1 SeDMStcaxwk 1NICUERh 1KG0kK98ywhai2 11-pa7WphR-tvhPMNpgDuOD-
garJMEITHNKUPHQUZXP el

Thiz message and any files itted with it are i only for the recipient to whom they are u i i or use of such
information may be & breach of legislation or confidentiality and may be legally privileged.

If you have received it by mistske, plesse disregard snd notify the sender

immediately.

[5[1['-'”_\5.'5?).( SDPHOS}

¥

€ Internet | Protected Mede: On

You will then be directed to a page similar to the registration page (Image 19)
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Image 19

_ « County Council
@ your service

Email Address: Password Requirements:

Current password: € Passwords must be 3-32 characters in length
) Passwords must be alphanumeric

Password: € Passwords must match

Confirm password:

[[] Update password change/reset question(s)
Password Recovery:
Password questions and answers must be unigue. Answers must contain at least 2 characters.

Question 1: What street did you live on as a child? -
Answer: =use existing answer=
Question 2: What is the name of the company of your first job? -
Answer: =use existing answer=
Question 3: In what city does your nearest sibling live? -
Answer: =use existing answer=

When changing your password you must ensure —
e Old password is entered
e New password conforms to password requirements

o 8-32 characters in length
o Must be alphanumeric
o Passwords must match

Remember that passwords are case sensitive

If you wish, you can also reset your recovery questions and answers here too.

Once changed successfully you will receive the following screen (Image 20)
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Image 20

ol County Coundl
@ your service

Password changed successfully.

Success!

Your password has been changed successfully.
Use your new password to send or receive future secure emails.

You can now close this window.

Please note:

¢ New password will only apply to opening new messages after the change
process has completed.

¢ All old messages are still secured by your old password.

Return to top of document
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