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The NFIB needs feedback from our readers to evaluate the quality of our
products through continuous improvement and to inform our priorities. Please
would you complete the following NFIB feedback survey through:
(http://www.surveymonkey.com/s/AlertsFeedback).
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This should take you no more than 2 minutes to complete. If you have other
feedback or additional information that you would prefer to provide by email
please send to NFIBfeedback@cityoflondon.pnn.police.uk
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The purpose of this alert is to provide knowledge and prevention advice to
help organisations protect themselves from PBX and dial through fraud.

The NFIB has seen a significant rise in the number of reports made in
relation to this type of fraud. Since the end of June 2013 there have been
nearly 500 Action Fraud reports relating to this - costing victims over £6m.

What is PBX Fraud?

Private Branch Exchanges (PBX) are systems which enable organisations to
allow improved communication both internally and externally. PBX/dial-
through fraud occurs when hackers target these systems from the outside
and use them to make a high volume of calls to premium rate or overseas
numbers to generate a financial return.

How does it work?

This type of crime can take one of two forms:
1. Criminals use auto-diallers to identify systems which are easy to hack
into, especially voicemail.

2. The system is subject to a sustained cyber attack to establish the
pass code that will give them access to the PBX system itself. This
can be relatively straightforward as often victims leave the
password/code on default settings.

Once access is gained, the criminals can exploit in-built services such as
message forwarding and call diversion and can make calls on the
organisations account.

The criminal can make their money in two ways:
I.  Dialling premium rate numbers to which they are affiliated

IIl.  Dialling international numbers through the compromised
telephone system, especially to Eastern Europe, Cuba and
Africa.

Who is affected?

The victims are often small to medium-sized businesses, but the NFIB has
also noticed that a number of schools, charities and medical/dental practices
are being targeted, with losses sometimes up to tens of thousands of
pounds. It is anticipated that these types of organistions will be subjected to
increased victimisation as criminals identify common flaws in security
procedures.

This type of fraud is most likely to occur when organisations are most
vulnerable i.e. during times when businesses are closed but their
telephone systems are NOT, for example in the early hours of the
morning or over a weekend or public holiday.
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Prevention

The good news is that some simple steps will significantly reduce your risk of
victimisation:

= Use strong pin/passwords for your voicemail system, ensuring they are
changed regularly.

= |f you still have your voicemail on a default pin/password change it
immediately.

= Disable access to your voice mail system from outside lines. If this is
business critical ensure the access is restricted to essential users and they
regularly update their pin/passwords

= If you do not need to call international numbers/premium rate numbers, ask
your telecoms provider to place a restriction on your telephone line.

= Consider asking your network provider to not permit outbound calls at certain
times e.g. when your business is closed

= Ensure you regularly review available call logging and call reporting options.

= Regularly monitor for increased or suspect call traffic.

= Secure your exchange and communications system, use a strong PBX
firewall and if you don’t need the function, close it down!

= Speak to your maintenance provider to understand the threats and ask them
to correct any identified security defects
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If you do become a victim of this type of crime, report it: www.actionfraud.police.uk
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NFIB Disclaimer: While every effort is made to ensure the accuracy of the
information or material contained in this Alert, it is provided in good faith on
the basis that the Commissioner, the City of London Police and its police
officers and staff accept no responsibility for the veracity or accuracy of the
information or material provided and accept no liability for any loss, damage,
cost or expense of whatever kind arising directly or indirectly from or in
connection with the use by any person, whomsoever, of any information or
material herein. The quality of the information and material contained in this
document is only as good as the information and materials supplied to the City
of London Police. Should you or your police force hold information, which
corroborates, enhances or matches or contradicts or casts doubt upon any
content published in this Alert, please contact the City of London Police NFIB
by return.

Any use of the information or other material contained in this document by you
signifies agreement by you to these conditions.
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